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Secure everyThing

A appliance UTM mais simples e segura
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A appliance UTM all-in-one disponivel Acesso a internet simples e seguro Gestao de forma centralizada de todas

em versdo hardware, software e virtual para colaboradores e convidados as appliances Endian


http://www.minitelnext.com/
http://www.endian.com/

Endian UTM Highlights.

A interface web extremamente intuitiva facilita o trabalho e

permite reduzir muito o tempo e custo de gestao da rede

A correta gestao de aplicagdes como
Skype, WhatsApp, Dropbox, Facebook,
Twitter e outras permite ao administrador
manter a banda disponivel e a produtividade
empresarial.

Sabe 0 que é que estar a acontecer
neste momento na sua rede? Esta
solugéo permite ter controlo, em tempo
real, do trafego na rede, para além do
historico dos dados. Este pacote
ainda inclui relatérios web, email e de
seguranga abrangentes.

Com a Endian proteja 0s seus
colaboradores das ameagas web e mail
como virus, malware, phishing e spam. O
filtro web permite categorizar mais de 200
milhdes de URL e a absoluta flexibilidade
das regras permite aplicar politicas
diferenciadas por utilizador, grupo, faixa

)

horaria e muitas outras.

Esta a disfrutar em pleno da potencialidade
da sua rede Wi-Fi? O hotspot da Endian
pode ajudar a proteger a sua rede
empresarial e guest oferecendo uma
conectividade segura. Através do servigo
hotspot pode recolher dados de todos os
utentes transformando-os

nUM recurso precioso.
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O nimero de empresas sediadas em varios
locais esta a aumentar. Esta realidade
necessita de uma solugdo em que seja
possivel a transmissdo de dados com uma
conexao sem riscos. A solugdo Endian
permite a ligagao segura garantindo o
controlo dos acessos e da encriptagdo das
comunicagoes.

A Endian Network € um portal cloud
baseado no acesso remoto seguro de
todas as gateways, oferecido em bundle
gratuito com a appliance de hardware,
software e virtual. E com esta
ferramenta Unica é possivel aceder,
monitorar a atualizar todas os
equipamentos da Endian.
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Endian UTM Network Security Solutions

A appliance de seguranca da rede € um produto completo e simples de utilizar. Sem necessidade de qualquer modulo adicional,
para garantir a maxima protecdo da sua rede. E para oferecer ainda mais a solugdo integra um servigo potente Hotspot. As
gateways Endian estdo disponiveis em hardware, software e virtual.

Y W

Uma gama completa de equipamentos Torne segura a sua rede e infraestrutura Transforme o seu hardware numa

UTM concebidos para se integrarem virtual em poucos segundos. Suporte appliance UTM da Endian completa com
perfeitamente na infraestrutura garantido para a as plataformas de todas as funcionalidades de seguranga.
existente. Ideal para gerir qualquer virtualizagéo mais difundidas (VMware, Acresga ou reduza os recursos dedicados
necessidade no &mbito da seguranga e Xen/Xen Server, Hyper-V, KVM). com base na sua necessidade, em total
perfeita em ambientes de qualquer que autonomia.

seja a dimenséo.
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Endian Management Center
Configure de uma vez so. Distribuicdo para toda a parte.

Faca a gestdo centralizada de todas as suas appliances Endian. Reduza o tempo e esforgo necessario do administrador
para gerir a rede, economize recursos valiosos do staff. Gragas ao Endian Management Center ( EMC) a gestdo centralizada
é muito mais simples .

é Gateway/Endian

Organisation: Endian
Product: mini-25

Applications (If3 €3

Location:
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Live Map é a funcionalidade perfeita para disfrutar ao maximo -
do Endian Management Center. Mostra-lhe a representagéo
. . . . . . . Gateway 03
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Junte o Endian Connect Switchboard a poténcia da gestdo
centralizada. E assuma o controlo de todo o ecossistema da

Endian.

Switchboard I Management

Center

- - Gateway 01
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Switchboard

Se qualquer coisa interferir com a
implementagdo de um novo profile, o
dispositivo remoto pde automaticamente
a Ultima configuragdo a funcionar. Nao é
necessaria nenhuma intervengéo da parte
dos utilizadores ou administradores, e 0
utilizador da SwitchBoard recebe
subitamente a notificagdo do incidente.

push
—»

qualquer dispositivo.

Com os Device Profiles os administradores podem criar
modelos de configuragbes que podem duplicar e atribuir a

O Endian Management Center foi projetado para ser seguro, ja

desde a sua concegdo. Comunica s6 com a appliance remota

seguro.

Management Center

Faca a gestéo e sincronizagéo dos
dispositivos remotos gracas & consola do
Endian Management Center. Para além
disso o EMC atualiza automaticamente
os dispositivos antes de cada alteragéo
de configuragdo, para garantir a
sincronizag&o entre plataformas e um
processo de atualizagdo o mais fluido
possivel.

da Endian através de canal seguro e encriptado e inclui Failover

Tem a disposi¢ao o historico de toda a
situagao, incluindo todas as alteracdes de
configuragdo. Deste modo pode ter fraca de
tudo o que foi feito em cada dispositivo
diretamente no Endian Management Center
refazendo as mudangas, localizando e
resolvendo rapidamente todos os
problemas. Poupa, tempo, recursos e reduz
drasticamente o custo de gestéo.

Outras caracteristicas da Endian Connect Platform

Ja pensou em olhar para os seus
dispositivos remotos num mapa? Pode
fazé-lo gragas ao Live Map, que néo se
limita @ mostrar todos os seus dispositivos
loT, mas mesmo se alguém se tiver
conectado a eles a qualquer um que
esteja conectado. E pode conectar-se
com um click.

A multi-tenancy mantém, no interior do
Endian Management Center, as permissdes
a nivel da organizagao, dispositivos,
utilizadores e grupos. Pode criar faciimente
diversas organizagdes na Endian Connect
Platform; deste modo a sua empresa e 0s
seus clientes podem usar 0 Management
Center para gerir todas as appliances
Endian.

Precisa de construir a sua propria solu¢do
personalizada para o0 seu cliente e talvez
inclui-lo na sua plataforma? Sempre quis
uma integrag&o profunda da sua
infraestrutura remota e da plataforma dos
seus clientes na sua area técnica e
suporte? A API da Endian Connect coloca
a sua disposi¢do um verdadeiro universo
de possibilidades.
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endian mini

A Endian UTM Mini é a nova UTM da Endian que substitui a Mini 10 e Mini 25.

A nova Endian UTM Mini € comercializada em modalidade de subscrigéo flexivel que permite
alterar o tamanho da licenga com simplicidade permitindo assim acompanhar o crescimento da
propria empresas sem ter que mudar o préprio firewall.

A nova Endian UTM Mini esta agira disponivel até 50 utilizadores (1 ano e 3 anos).

O que é que se alterou relativamente a Mini 10 e Mini 257

- Verdadeiramente Mini: 60% mais pequena

- Potente, mais potente: +100% de performance

- Silenciosa: 100% de menos ventiladores

- Flexivel: 3 tamanhos de licenga num Unico dispositivo

- Future proof: projetada e concebida pensando no Endian 0S6.5
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NOVA ENDIAN MERCURY
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Nova Endian Mercury 2022
A nova Endian UTM Mercury esta disponivel para até 200 utilizadores.

A nova Endian € a mais recente appliance de ciberseguranga, com a performance
incrementada em mais de 100% relativamente aos modelos precedente da geragao anterior
(Endian UTM Mercury 50 e Endian UTM Mercury 100).

(1ano-3anos) e (1 ano - 3 anos).
é capaz de satisfazer as necessidades de redes de média e grande dimens&o.

A seguranca de rede é garantida pela evolugdo de funcionalidades de Firewall, filtro Web/Email,
IPS/IDS (Intrusion Prevention e Detection), GeolP que garante uma prote¢do granular do
perimetro da rede.
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Hardware e performance Melhora a flexibilidade e Capacidade de
incrementadas escalabilidade adaptabilidade
c?ralgii/la% no‘:to CZU 4;:’;:14 thrteadZ, 8| GtB Endian Mercury oferece flexibilidade, 0 novo design de hardware modular
© t » 0 PO as1 ng,t' SFmee €cso garantia de funcionamento e permite torna facil a utilizagéo da Endian
po;f ranscelvera 40b Id 8 | gerir de 100 a 200 nos através de um Mercury seja na mesa. numa prateleira
periormance ¢ redobrada em quaiquer simples upgrade da manutengao. ou no escritdrio em rack.

contexto de aplicagdo. A nova Endian
Mercury é a solugao perfeita para
acompanhar as pequenas e médias
empresas no seu processo de crescimento.
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EndianOS UTM 6.5
O EndianOS UTM 6.5 j4 esta disponivel!

Endian anunciou que a nova release UTM 6.5 esta disponivel para todas as novas
appliances hardware, software e virtual! E uma revisdo completa do sistema EndianOS e
fornece uma quantidade de novas funcionalidades e melhoramentos relativamente a
versdo precedente, destacando-se: Network Awareness, Docker, suporta multizona e
muito mais!

Para os utilizadores existentes da Endian UTM 5.x, vai ser langada uma opgao de
upgrade nas préximas semanas!
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O objetivo da Endian é proteger a rede e favorecer a
comunicacao global, garantindo proteg¢ao do
intercambio de dados e de rede.

Esta tecnologia oferece a empresa o suporte necessario através de
uma appliance de seguranca que inclui todas as funcionalidades
para uma gestao de infra-estrutura correta e simples.

Veja em baixo os datasheets relativos a nova Endian UTM Mini e Endian Mercury 2022

A proposito da Endian
Fornecedor de referéncia para tecnologias de seguranga no ambito de Industria 4.0, com a solugédo Endian Connect estabeleceram o
mesmo o objectivo de definir um standard tecnolégico extremamente seguro para comunicagéo loT. Fornecem solugdes integradas

hardware e software que maximizam a seguranga e prote¢&o reduzindo o custo operativo.
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Endian UTM Mini

Mini size. Big performance.
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The Endian UTM Mini delivers powerful performance in a space saving compact appliance. It can
easily connect and secure any home or small office network with support for up to 50 devices.

The Endian UTM family is built for business with a comprehensive feature set that provides
a suite of advanced network security. Protect your network and users from advanced threats

Compact design
Desktop and Rack 1U Kit (optional)
4GB RAM

32GB eMMC
(malware, ransomware, phishing, etc). Allow users to work from anywhere securely with 4% GbE ports
remote user access. Visualize and monitor everything like never before. |

Fanless

AR AEAA

High availability (supported)

At the core of the Endian ecosystem is EndianOS which powers the entire Secure Digital Platform. A security focused operating system built

to provide the complete networking, security and connectivity stack in an intuitive and easy to operate solution. The Endian UTM powered by

Endian0S is available as a Hardware, Software or Virtual solution.

Zero Trust Architecture Enforce fine-grained access and authorization policies to reduce attack surface. Monitor and audit access

records for compliance efforts.

Microsegmentation Define network zones and firewall policies to protect critical IT assets and interconnect different segments

via secure pathways (NAT & VPN).

Threat Management Detect and stop advanced threats and attacks from infiltrating your business network using our

multi-faceted security toolset.

Edge Computing Manage edge applications to simplify software distribution and enable third party software for analytics,

monitoring, automation and more.

Work from Anywhere Securely support all work environments including Work from Anywhere with powerful, easy to use VPN and

Bring Your Own Device (BYOD) capabilities.

For more details
please scan QR code

Secure Web and Mail Communication Protect your employees and keep your business network safe from threats like phishing, ransomware and
other malware. Enforce compliance with policies that maximize productivity and reduce downtime.

Network Visibility and Monitoring Endian Network Awareness provides visibility to discover and protect against threats and identify network

bottlenecks or inappropriate activity.
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Ethernet Activity LED

Form factor

Dimension appliance WxDxH
Dimensions box WxDxH
Weight (unpacked/ packed)
Power supply

Operating temperature

Hard Disk Activity LED Status LED

Desktop Network Appliance
165mm x 92mm x 40mm
280mm x 240mm x 150mm
7509 /1,570g

12V DC Power

32°F ~ 104°F (0°C ~ 40°C)

Power LED

Storage temperature -4°F ~ 140°F (-20°C ~ 60°C)
Humidity 10% ~ 80%, non-condensing
Rack Mount Kit + Easy 5-minute assembly in a 19 inch rack.

+ Front facing network connections.
+ Fixed appliance and power supply.

(Picture below)

The Endian UTM subscription includes a complete set of services at

a single all-inclusive price. A subscription provides industry-leading
software and security services backed by expert-level support. In
addition you get Endian Network, our centralized secure remote access
and management platform. Get the most from your Endian UTM with an
easy-to-buy and easy-to-own subscription tailored for your business.

A subscription is required for every Endian product and for the UTM
various options are available which allows you to find the ideal solution
for your network based on number of protected devices.

Models UTM Mini UTM Mercury UTM Macro

Device-based

. . 25 50 100 : 150 = 200 - 250 - 500
License Options

1,000

Duration 1 year & 3 years 1 year & 3 years 1 year & 3 years

Endian UTM Mini - Datasheet
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Power Switch Ethernet Ports USB Ports Serial Console ~ Power Supply

CPU
Memory
Storage

Networking & Interfaces

Cooling

Certifications

Firewall Throughput

VPN Throughput (IPsec & SSL)
IPS Throughput

Antivirus Throughput (Proxy)
Web Security Throughput

Concurrent Sessions

X86 Dual Core 2,4GHz
4GB
32GB eMMC

+ 4x GbE ports
+ 1x Console (RJ-45)
+ 2xUSB 3.0

Fanless

CE, UKCA, FCC, RoHS

3 Gbit/s

240 Mbit/s
300 Mbit/s
400 Mbit/s
900 Mbit/s

450,000

**Maximum throughput measured under ideal test conditions and using multiple flows
through multiple ports. Actual performance may vary depending on network conditions and

activated services.

Premium security
subscriptions

+ URL Filtering engine and database*
+ SPAM detection engine*

+ Antivirus detection engine*

+ IPS signatures

+ DNS malware detection

Endian technical support**

Coverage 8*5 (see local office
business hours)

« Priority ticket processing

Hot Replacement RMA processing

** Reference to the Endian Support SLA

Endian software

+ Security updates

+ Firmware updates & upgrades
+ Security signatures updates

+ Content filter URL blacklist

Endian Network

+ Centralized device remote access
+ Support and license management

+poweren sy Bitdefender

© 2022 Endian SRL. Subject to change without notice. Endian and Endian UTM are trademarks of Endian SRL. All other trademarks and registered trademarks are the

property of their respective owners.
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Endian UTM Mercury

Class-Leading Power and Connectivity
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The Endian UTM Mercury is built to meet the demands of all mid-size businesses up to 200 Desktop and Rack 1U (optional)
devices. A powerful platform built for speed with SSD storage and 10GbE ports for blazing 8GB DDR4 RAM

fast connectivity. 256GB SSD

The Endian UTM family is built for business with a comprehensive feature set that provides 6x GbE ports

a suite of advanced network security. Protect your network and users from advanced threats

o ) 2x 10GbE SFP+ ports
(malware, ransomware, phishing, etc). Allow users to work from anywhere securely with

. . . Lo 1x Fan
remote user access. Visualize and monitor everything like never before.

AR AEAA

High availability (supported)

At the core of the Endian ecosystem is EndianOS which powers the entire Secure Digital Platform. A security focused operating system built
to provide the complete networking, security and connectivity stack in an intuitive and easy to operate solution. The Endian UTM powered by
EndianOS is available as a Hardware, Software or Virtual solution.

Zero Trust Architecture Enforce fine-grained access and authorization policies to reduce attack surface. Monitor and audit access
records for compliance efforts.

Microsegmentation Define network zones and firewall policies to protect critical IT assets and interconnect different segments
via secure pathways (NAT & VPN).

Threat Management Detect and stop advanced threats and attacks from infiltrating your business network using our
multi-faceted security toolset.

Edge Computing Manage edge applications to simplify software distribution and enable third party software for analytics,
monitoring, automation and more. For more details
Work from Anywhere Securely support all work environments including Work from Anywhere with powerful, easy to use VPN and please scan QR code

Bring Your Own Device (BYOD) capabilities.

Secure Web and Mail Communication Protect your employees and keep your business network safe from threats like phishing, ransomware and
other malware. Enforce compliance with policies that maximize productivity and reduce downtime.

Network Visibility and Monitoring Endian Network Awareness provides visibility to discover and protect against threats and identify network
bottlenecks or inappropriate activity.
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Ethernet Activity LED Status LED Power LED Hard Disk Activity LED

Form factor + Desktop Network Appliance

+ Rack 1U (optional)

Dimension appliance WxDxH 260mm x 178mm x 44mm

Dimensions box WxDxH 340mm x 320mm x 140mm
Weight (unpacked/ packed) 2000g / 3000g
Power supply 12V DC Power 60W

Operating temperature 32°F ~ 104°F (0°C ~ 40°C)

Storage temperature -4°F ~ 140°F (-20°C ~ 60°C)

Humidity 10% ~ 80% non-condensing

Ear-bracket rack
mounting kit
(Picture below)

Optional: Simply attach the ear mount of the unit with two
screws on both sides of the unit. You can now easily install
the Endian hardware into the rack.

emndadisSo

endian mercury
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The Endian UTM subscription includes a complete set of services at

a single all-inclusive price. A subscription provides industry-leading
software and security services backed by expert-level support. In
addition you get Endian Network, our centralized secure remote access
and management platform. Get the most from your Endian UTM with an
easy-to-buy and easy-to-own subscription tailored for your business.

A subscription is required for every Endian product and for the UTM
various options are available which allows you to find the ideal solution
for your network based on number of protected devices.

Models UTM Mini UTM Mercury UTM Macro

Device-based

. . 25 50 100 : 150 = 200 - 250 - 500
License Options

1,000

Duration 1 year & 3 years 1 year & 3 years 1 year & 3 years

Endian UTM Mercury - Datasheet

Secure everyThing
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Power Supply USB Ports Ethernet Ports Power Switch
CPU 4 Cores / 4 Threads
Memory 8GB DDR4 RAM
Storage 256GB SSD

+ 6x GbE ports
+ 2x 10GbE SFP+ ports
+ 2xUSB 3.0

Networking & Interfaces

Cooling 1x Fan

Certifications CE, UKCA, FCC, RoHS

Firewall Throughput 8.0 Gbit/s
VPN Throughput (IPsec & SSL) 750 Mbit/s
IPS Throughput 750 Mbit/s
Antivirus Throughput (Proxy) 1.0 Gbit/s
Web Security Throughput 1.5 Gbit/s
Concurrent Sessions 1,000,000

**Maximum throughput measured under ideal test conditions and using multiple flows
through multiple ports. Actual performance may vary depending on network conditions and
activated services.

Premium security Endian software

SUbsc"ptlons + Security updates

+ Firmware updates & upgrades
+ Security signatures updates
+ Content filter URL blacklist

+ URL Filtering engine and database*
+ SPAM detection engine*

+ Antivirus detection engine*

+ IPS signatures

+ DNS malware detection

Endian technical support** Endian Network

+ Centralized device remote access
+ Support and license management

Coverage 8*5 (see local office
business hours)

« Priority ticket processing

Hot Replacement RMA processing

** Reference to the Endian Support SLA

+poweren sy Bitdefender

© 2022 Endian SRL. Subject to change without notice. Endian and Endian UTM are trademarks of Endian SRL. All other trademarks and registered trademarks are the

property of their respective owners.
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